
The increasing challenges
of cloud security

Hybrid work is expanding 
the attack surface

Rapid acceleration & 
increasing sophistication 

of cybercrime
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Rising cost of cybersecurity 
risk mitigation & remediation

Lack of unified management 
and governance

Misconfigurations & 
configuration drift

Silos,
staffing constraints, 

and training

Lack of interoperability 
and visibility

Maintaining consistent 
access controls

Security threats are compounded by the complexity 
of hybrid and multicloud environments

Top multicloud cybersecurity issues

Security Liability Access Development
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52% of organizations 

cite secure configuration 
of cloud resources as a 

top priority.1

$4.24M is the 
average cost of a 

breach, 2021.² 

1,295 different 
cloud services are 

used by enterprises, 
on average.³

83% of code 
vulnerabilities are 

caused by 
developer error.⁴


